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ISO 22373 - Framework for supply chain trustworthiness
A standardized approach to achieve end-to-end trustworthiness across supply chains

ISO TC 292 - Security and Resilience
Scope: Standardization in the field of security to
enhance the safety and resilience of society.

Working Group 4 - Authenticity,
integrity and trust for products and
documents

This Working Group is responsible for drafting
standards in the field of fraud countermeasures
and controls.

ISO 22373:

provides guidelines

applicable to all organizations, regardless of
their type, size, or nature

Technology-agnostic and can leverage
existing and upcoming technologies like PKI,
W3C verifiable credentials, etc

focuses on ensuring scalability and
interoperability
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Requirements for future trustworthiness supporting infrastructure

Depending on the business context or use case, a trustworthiness supporting infrastructure needs to
meet different requirements and take different action. The following is a non-exhaustive list of some of

these requirements:

Globally
applicable &
scalable

Privacy &
confidential
preserving

Robust, available,
& resilient

Support for
distinct
(e.g., no single

point of failure) requirements
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trustworthiness

Easy to use
(e.g., easy to join &

accountability easy io leave)

Clear governance
(Non-
discriminatory and
unbiased)
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Trustworthiness Profile
A technology agnostic standardized data container
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“Chain-of-trustworthiness” is needed along supply chains

There exist many security approaches, which can be used for supply chains, e.g.
ISO/EC 28000, IS0 2700x, IEC 62443, 1SO 15408, 1SO TC282 “Anticounterfeiting”,

This leads to the concept of

“chain of trustworthiness",

However, there does not exist a standard suite yet
... which provides assurance for multiple nodes of the supply chain
.. which supports automated processing
which includes interoperability
which enhances scalability
... which preserves confidentiality / privacy

g their

i.e., concatenate trustworthiness
properties to prove compliance
of any node in a supply chain to
any slaks.hnmer ‘of the chain

while respe.
confidentiality / privacy needs
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Secure identities Persistent link between  Proof of capabilities, Standardized means
for entities and digital information such as compliance to exchange ‘
their trustworthy and the corresponding  to standards and trustworthiness
infrastructure physical entity regulations capabilities
+ X.500 PKI Certificates + Security ICs + QCCs « Trustworthiness Profile
+ DIDsNV/Cs (Org IDs) - PUFs - SCCs (TWP)

* Extended TWP
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Various/all verticals
« Textiles
+ Food and beverage

* Industrial components,
machines

* Automotive

* Air and space
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Motivation for supply chain trustworthiness

Supply chain costs

One in five breaches due to third-party
compromise, report wams

NIST plots biggest

MOVEit f f
This vulnerability cost businesses over $9.9 billion, €ver relorm o

with more than 1000 businesses and over 60
million individuals affected.

3CX Softphone Supply Chain
Compromise

Cybersecurity
Framework
23 February 2023

27 July 2022

March 2023

June 2023

o

Securing the supply chain World Economic Forum report
e EU targets p

Growing cyber threats listed among

g 3 NIST refreshes risk management z :
Turkish flight pe e, standardization as Toyota shuts down greatest global risks
operator Pegasu 11 May 2022 key to bloc-wide production afte 11 January 2022

cyber-resilience cyber-attack’ on
supplier

* K %
* * 01 March 2022
%

Airlines suffers data

09 June 2022

*
* 5k

Source: https://portswigger.net/daily-swig/supply-chain-attacks
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Demand for supply chain trustworthiness is increasing

... reflected by companies

(examples)

Drivers of economy

(examples)

X partners, mullti-
tier suppliers from
different domains

Governance

Customer needs/values Company values

Market needs IRl Operational Comp. advantage

model - .
Resilience, Supply chain

Public needs/values tech. sovereignty

Decentral and

- i “Monetization”
Respons|b|||ty worldwide usage of data usage

Sustainability Technology
Central, decentral or

. i
Regulations distributed

Data act S ( Business strategy

Dig. product pass . New improved businesses
9P P Trustworthiness along the supply P

) . : Partner network
chain, with multiple (unknown)
entities, is needed
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Generic supply chain scenario
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What is supply chain trustworthiness?

In the context of supply chain, the definition of the term “trustworthiness”

proposed by the ISO/IEC JTC1/WG13 has been adapted as % /
>
Notes
TrUStWOrthineSS COrreSpondS to D 1 Depending on the context or sector, and also on the specific
product or service, data, and technology used, different
the ab|||ty of a stakeholder to characteristics apply and need verification to ensure

stakeholders expectations are met.

make its claims verifiable,
between immediate or along

mUItIpIe entities in a Supply environmental properties (CO, footprint), compliance to local or

chain national regulations (German “Lieferkettengesetz”), etc.

Characteristics of trustworthiness include reliability, availability,
resilience, security, privacy, safety, accountability, transparency,
’)2 integrity, authenticity, quality, usability, sustainability or

D 3 Trustworthiness is an attribute that can be applied to services,
products, technology, data and information as well as, in the
context of governance, to organizations.
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“Chain-of-trustworthiness” is needed along supply chains

There exist many security approaches, which can be used for supply chains, e.g.

ISO/IEC 28000, ISO 2700x, IEC 62443, ISO 15408, ISO TC292 “Anticounterfeiting”, ...

However, there does not exist a standard suite yet ...

.. which provides assurance for multiple nodes of the supply chain

.. which supports automated processing

.. which includes interoperability

.. which enhances scalability

.. which preserves confidentiality / privacy
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This leads to the concept of

‘“chain of trustworthiness"”,
l.e., concatenate trustworthiness
properties to prove compliance
of any node in a supply chain to
any stakeholder of the chain
while respecting their
confidentiality / privacy needs
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Possible topologies for chain of trustworthiness along supply chains

TWEE21

Entity 1 TWCE12

Entity 2

Trustworthy Interaction E21V/

Figure 1 Unilateral trustworthiness

TWEE21

TWCE12

Trustworthy Interaction E21 /

TWEE12

TWCE21

Trustworthy Interaction E12

Figure 3 Bilateral trustworthiness
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TWEE32
TWEE21

Entity 1 Entity 2

TWCE12

Trustworthy Interaction 521‘/

TWCE23

Entity 3

—

Trustworthy Interaction E3V

Trustworthy Interaction E3lv/

Figure 2 Unilateral trustworthiness propagation

TWEE32

TWEE21
Entity 1 TWCE12 Entity 2

Entity 3

Trustworthy interacti E%y
rustworthy interaction | TWCE23

Trustworthy interaction E32‘/

Trustworthy interaction E3v
TWEE12

TWEE23
TWCE32

Trustworthy interaction E23/
TWCE21 v

Trustworthy interaction ElZ/

- ‘

Figure 4 Bilateral trustworthiness propagation
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ISO 22373 — Framework for supply chain trustworthiness
A standardized approach to achieve end-to-end trustworthiness across supply chains

ISO TC 292 - Security and Resilience ISO 22373:

Scope: Standardization in the field of security to
enhance the safety and resilience of society. provides guidelines

applicable to all organizations, regardless of
Working Group 4 - Authenticity, their type, size, or nature

Integrity and trust for products and :
Technology-agnostic and can leverage

dqcume_nts : _ _ existing and upcoming technologies like PKI,
This Working Group is responsible for drafting T e e creslaiEllE, @i

standards in the field of fraud countermeasures

and controls. focuses on ensuring scalability and
interoperability
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Supply chain trustworthiness concept
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Means to support trusted interactions

© o>

o
Secure_ i_dentities Persistent link between
for entities and digital information
.thf'r trustworthy and the corresponding
infrastructure ohysical entity
-« X.509 PKI Certificates * Security ICs
- DIDs/VCs (Org IDs) ° PUFs

h:‘\‘@

Proof of capabilities,
such as compliance
to standards and
regulations

QCCs
SCCs

%

) 2

Standardized means
to exchange
trustworthiness
capabilities

* Trustworthiness Profile
(TWP)

* Extended TWP

DID: Decentralized Identifier; SSI: Self Sovereign Identity; QCC: Quality Certifying Certificate; SCC: Security Certifying Certificate; TWP: Trustworthiness Profile
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Trustworthiness Profile
A technology agnostic standardized data container
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Trustworthiness Profile

To be filled by the Buyer

To be filled by the Supplier

Supplier's Information

ontact Partner:

*Contact Partner's Unique | dentifier:

Contadt Information:

Legal Entity Name:

Legal Entity Unique |dentifier:

*Unique |dentifier Scheme: (e.g., link to LEl code repo, VATIN by DUNS, NTA by TSE, etc)

Trustworthiness Capabilities

3rd-Party Assessement D

] Ne

DNO

DNO

3rd-Party Assessement [

Prwof/ Evidence Proof Expiry Date Additional Information

Upload/Attach

| | |

Upload/Attach ‘ ‘ | ‘

3rd-Party Assessement I:l

Upload/Attach . | | | |

Upload/Attach | | ‘ ‘

3rd-Party Assessement I:l

Upload/Attach

Upload/Attach

Upload/Attach

Upload/Attach

Country:
Additional Information:
Trustworthiness Expectations
Additional Information Expected Validity - S‘e:pp.!:’a' Self 3rd party
ISO/IEC 62443-4-2 v i Upload/Attach | ‘ ‘ 0 D D Conform: [] Self-Assessment D
Please confimn if your supplier(s) complies to the above listed expectation [ ves [ Ne Supplier(s) Conform: [] Yes
NISTSP 800 v | Upload/Attach | H ‘ O 0O O Conforn: []  Self-Assessed []
Please confirm if your supplier(s) complies to the above listed expectation O ves [ Ne Supplier(s) Conform: I:l Yes
PSS Supplier Quegtionnaire ¥ Upload/Attach | ‘ ‘ ‘ D D I:I T D Self-Assessed D
Please confirm if your supplier(s) complies to the above listed expectation D Yes D Mo Supplier(s) Conform: [] Yes
Common Criteria - : Upload/Attach | ‘ ‘ ‘ O U 0 Conform: [] Self-Assessed [ ]
Please confirm if your supplier(s) complies to the above listed expectation L ves [ Ne Supplier(s) Conform: [ Yes
IF R_Ef;re;c_e R‘_Eq_uét—;or_—w_orE ‘, Time Stamp | [ Reference TW Expedations Ir
Digital Signature Digital Certificate (If required) Digital Signature

Digital Certificate (If required)

TW Profile; Trustworthiness Profile
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Requirements for future trustworthiness supporting infrastructure

Depending on the business context or use case, a trustworthiness supporting infrastructure needs to
meet different requirements and take different action. The following is a non-exhaustive list of some of
these requirements:

Globally
applicable &
scalable

Privacy & Integrity, Easy to use
confidentiality authenticity, & (e.g., easy to join &
preserving accountability easy to leave)

Robust, available,

Support for Clear governance
& resilient

distinct (Non-

trustworthiness discriminatory and
requirements unbiased)

(e.g., no single
point of failure)
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Examples of supply chains supported by trustworthiness architectures

B "

Various/all verticals AN

. Aerospace Airports Automotive Batteries L Cement
Manufacturing Production
* Textiles —— -
Y = —- e
S : — -,

¢ FOOd and beve rage Commercial Co;\i or % "y 3 ' ﬂﬁ :

Chemicals e y Cranes Data Centers Electronics Food & Beverage

. Buildings Technology
* Industrial components,
. 5 . . ;
machines {od I ETT .- b |
. Hospitality & = : %
o
Auto motive Green Hydrogen Glass & Solar Government R Intralogistics Life Science
- Air and space r N
SN 79

o A Py eas .

Ma.ch!ne Mining Industry MansipUSet, Oil & Gas EHainaceitical Ports & Marine Post & Logistics

Building DSOs Industry

— 13- g = . ) \ ]
R e < T ey
- ' .. ' * 1 i Ti" V:III "‘t : - M‘ P
Powel: Pow.er. Pulp & Paper Smart Campus Tire Transportation Water Industry
Generation Transmission
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Thank you for your attention

Please feel free to share your thoughts, questions, ¢
comments, etc. |

Contact Information:

Aliza Maftun
Senior Key Expert — Supply Chain Security
T CST SES-DE

Siemens AG
E-mail aliza.maftun@siemens.com
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